Anti-Counterfeiting &
Supply Chain Integrity
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“A supply chain

is only as safe as its
weakest link.”




Counterfeit medicines exploit weaknesses
at any point in the pharmaceutical ecosystem:

Manufacturing  Packaging Warehousing  Transportation  Distribution  e-commerce Retail Hﬁ::it\lr‘:";;e

system.




Any break can create an opportunity
for criminal infiltration.
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Counterfeiting increasingly involves a network rather than an individual offender:




Investigators should therefore move from:

“Identify and dismantle
the entire criminal network.”

“Seize the fake medicine”
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SUPPLY-CHAIN & FINANCIAL FORENSICS

GST invoices

E-way bills

Stock registers
Transport records

Bank transactions
Payment patterns
Customer/supplier lists

Unusual discounts

Duplicate transactions
Unexplained inventory

Multiple linked entities
Cash/undocumented transactions




Resolution rate
in Spurious
Drugs Cases

Resolved:

9.9%

- @




The investigator must establish not only:
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Any break can create an E
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_ Important vulnerabilities include:
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Counterfeiting increasingly involves a
network rather than an individual offender:
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To:
“Ildentify and dismantle
the entire criminal network.”

From:
“Seize the fake medicine”
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This Requires

Digital investigation,
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=LY The Five
» Pillars of
Supply Chain
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Pillar 1— Prevention

" Authorised-source

procureme
" Supplier duo

Nt
e diligence

" Vendor aut

nentication

" Secure packaging
" Tamper-evident systems

" Track-and-

trace

mechanisms




Pillar 2 — Detection

" Product authentication

" Packaging examination

" Barcode/QR verification

" Chemical analysis

" Spectroscopic examination
" Digital intelligence

" Market surveillance




" Crime-scene examination
"Seizure and sampling

" Chain of custody

"Digital evidence

" Financial investigation

" Communication analysis
" Supply-chain mapping



" Police

" Drug regulatory authorities
" Customs

" GST

" Income Tax

" Enforcement Directorate

" Cybercrime units

" Intellectual-property enforcement
" International cooperation




Pillar 5 —
Prosecution
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Forensic
Interface in

Counterfeit
Medicine
" Investigation




Financial ~ Document 1 " Geospatial

Records ) | Examination Intelligence

5




@

Important principle: <

4 “The counterfeit .

productis itself a
crime scene.”
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Every seized pharmaceutical product
should be capable of being traced:

Seizure | Identification | Sampling | Packaging | Sealing | Documentation | Transportation | Laboratory | Examination | Exoratoe | Storage




/_ Any weakness in this chain can affect
evidentiary value.

Therefore, SOPs should be developed for:
o Sampling o Photography/

videography
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One of the most important
investigative principles: \

follow the data, and

@ follow the money.”







“<he pharmaceutical
supply chain is no long
only physical—itis
simultaneously

" Physical,
* Digital and
" Financial.”

{




. Technology

asa
Force Multiplier




Potential technologies
include:

Track-and-trace

(@ Serialization

( Eﬁu QR authentication

 Blockchain-based
p/ Pprovenance systems




anomaly detection |  for suspicious
_ transaction patterns




‘ Digital [Spectroscopic| Portable | Rapid
supply-chain field analytical | authentication

dashboards | screening Lmstruments technologies
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Create an integrated
Counterfeit
Medicine
Intelligence
Database
containing:

" Seizure locations
" Product names
Batch numbers
Manufacturers
Distributors




Suspect entities
Phone numbers

Bank accounts
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Data Base

Vehicles
Warehouses
Websites

Social-media
accounts
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A coordmated framework should involve:

Drug
Regulators

Income Tax

Forensic
Laboratories

2 Cybercrime j__
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Role of
Pharmaceutlcal




Industry should move beyond simply

reporting counterfeit products.

Pharma compahies can provide:
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Distribution-chain | Brand-protection
information | intelligence




Technical assistance

to

investigators
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Intervention applications
before courts
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Police or stronger

. lice Forensic
_investigation evidence prosecution.
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Treat
Counterfelt Medicine

as d

Serlous Crlme




e &
Weakest-Link

Pr|n<:|ple°

o N

s m,, =
e . . 5




_ = /o @
7 o\ ﬁ ad | @/ |
st g Srec One e’
One rly nauthorised corrupt erification
compromised |  fraudulent mmored l:tl:mline seller | intermediary | V process
distributor wholesaler warehouse |




“Supply-chain security is not determined
by the strength of its strongest institution,
but by the vulnerability of its {Z-L G4} (&’




A Proposed Anti-Counterfeit Framework




Forensically

authenticate
the product.




Track people, money, ,_
communications and |

dlgltal footprints.
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Target the financiers,
Manufacturers and
g Distributo

FINANCIERS - RETAILERS
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| » Disrupt its finances and
s Prevent re-entry.

DISMANTLE THE NETWORK
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From “Seizure” to “Network Dlsruptlon”
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The Ultimate
Objective




The goal should be:

Predlctlve
preventlon .
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Forensm science!!
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Inter-agency
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GST



 Law enforcement should be able to identify )
JWhere counterfeit medicines are likely to enter

the Legitimate suppl cham
before they reach the patlent ,




Threat |

Suggested presentatlon archltecture

i Criminal
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Dr Keshav Kumar, IPS (Retd),

PhD,
Senior Advisor , IPA
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